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OneLab™ is a registered trademarks of HHS

• Introduction

– New and relevant OneLabTM Resources

– Today’s Presenter

• Risk Assessment in Clinical Laboratories

• Q&A

• Upcoming Events

Agenda
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• Connect with others! React to what you're hearing, share experiences, and ask 
questions of your fellow participants!

• Have a question for the presenter? Use the Q&A function, not the chat.

• Show Respect and Professionalism. Inappropriate language, improper conduct, 
or any form of discrimination may result in removal from the webinar.

• Remain on Topic. Ensure your comments are relevant to the topic.

• Comply with Moderators' Guidance. If a moderator gives direction regarding 
chat behavior, please comply accordingly.

• Report Issues. Notify moderators if you experience technical difficulties or 
observe any disruptive behavior.

Participant Rules of Engagement for the Webinar Chat
Please keep the following in mind when using the chat feature:

Webinar Chat



Check
Out the
Course!

Course

Introduction to Laboratory 
Risk Management (LRM) is 
the first in a series of 
courses focused on 
developing risk management 
strategies for laboratory 
settings.

CDC 
Introduction 
to Laboratory 
Risk 
Management 
(LRM) Course

Introduction to Laboratory Risk 
Management (LRM)

CDC OneLab Network Course

https://reach.cdc.gov/course/introduction-laboratory-risk-management-lrm
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Slide decks may contain presentation material from panelists 
who are not affiliated with CDC. Presentation content from 
external panelists may not necessarily reflect CDC’s official 

position on the topic(s) covered.

CDC Disclaimer
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CDC, our planners, and our presenters wish to disclose they have 
no financial interests or other relationships with the 

manufacturers of commercial products, suppliers of commercial 
services, or commercial supporters.

CDC, our planners, and our presenters wish to disclose they 
have no financial interests or other relationships with 

the manufacturers of commercial products, suppliers of 
commercial services, or commercial supporters.

Disclosure
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Biosafety and Outreach Specialist
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I wish to disclose no 
financial interests or 
other relationships with 
the manufacturers of 
commercial products, 
suppliers of commercial 
services, or commercial 
supporters related to this 
course.

Disclaimer
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During this hour, we will discuss 

• Incidence of laboratory-associated infections, and 
how they might have been prevented

• Factors to consider when conducting a risk 
assessment

• Laboratory design and engineering controls

• Resources where you can find out more

Today’s 
Agenda

Risk Assessment for Clinical Laboratories
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At the end of the one-hour panel discussion, 
attendees will be able to:

• Apply a general overview of the risk assessment 
process

• Recognize hazards inherent in the laboratory 
environment

• Describe biosafety controls that can help to 
mitigate risk

• List resources that staff can use to guide the risk 
assessment process in their environment

Learning 
Objectives
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Please share in the chat a city you 
would like to visit and why.

Icebreaker



Image from Lab Manager “The Best Accident Response Plan for Your Lab, December 4, 2016
https://www.labmanager.com/the-best-accident-response-plan-for-your-lab-4132
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When science perceivably threatens safety outside of our environment, important 
work can be threatened. We have seen recently that errors, inconsistencies, and lack 
of transparency can threaten our credibility and dilute important messaging. 
Laboratory staff help to reduce this threat by using safety controls and mitigations 
to ensure dangerous pathogens stay contained where they do no and will not pose 
harm to others. 

Summary
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• Pathogens/Laboratory-associated infections

• Biosafety program/principles

• Hierarchy of Controls

• Risk Assessment

• Additional resources

Biosafety/ 
Risk 
Assessment 
Overview
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Pathogens…

What’s 
(Not) for 
Dinner
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Infection No. of Cases No. of Deaths
Brucellosis (Brucella spp.) 569 9

Q fever (Coxiella burnetii) 459 2

Tuberculosis (Mycobacterium spp.) 393 4

Hepatitis B 350 4

Typhoid fever (Salmonella spp.) 322 22

Tularemia (Francisella tularensis) 225 2

Arboviruses 192 3

Dermatomycosis 162 0

Venezuelan equine encephalitis 146 1

Psittacosis (Chlamydia psittaci) 116 10

Coccidioidomycosis (Coccidioides) 93 2

Shigellosis (Shigella spp.) 66 0

Hepatitis C 32 1

Neisseria meningitidis 31 11

Total 3309 72

LAIs 1930-2004 (Pike, 1978; Harding and Byers, 2006)
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Organism Infectious Dose Route of Exposure Laboratory Impact

Brucella 10-100 organisms Inhalation (Once) most commonly reported LAI

Coccidioides 1-10 arthroconidia Inhalation Manipulate in BSL-3 

E. Coli O157:H7 ~10 organisms Ingestion

N. meningitidis Unknown Inhalation 13/100k micro vs 0.2/100k gen. public

Salmonella spp. 103-105 organisms Ingestion

Shigella spp. 10-200 organisms Ingestion High-virulence, low infectious dose

M. tuberculosis <10 organisms Inhalation 3 to 100 times general public

Hepatitis B Unknown Percutaneous or 
mucous membrane

Laboratorians 3 x other healthcare, 7-
10 times general public

Commonly Encountered Pathogens 
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• 238 (77%) bacterial

• 154 (49.8%) Salmonella enterica Typhimurium

• 251 (81.2%) risk group 2

• 69.3% procedural errors (unknown, needlestick, spills, splashes)

• Accounted for 62.5% of fatal outcomes 

• 154 (49.8%) in the United States

• 109 students and employees in clinical microbiology laboratories across 38 states

• 150 (97.4%) procedural errors

309 LAI Cases worldwide, 2000-2021 (*interpret w/caution)
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• January 1996: 6/19 microbiologists, Shigella sonnei

• September 2009: 60 y/o Chicago researcher, Yersinia pestis 

• April 2012: 25 y/o California researcher, Neisseria meningitidis 

• 2015-2017: Ten exposure events in New York, 219 workers, 
Brucella spp.

LAI Cases
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Goal:
Break the 
Chain of 
Infection
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• What is Biosafety?
• Hierarchy of Controls
• Principles of Containment
• Risk Assessment

Biosafety/ 
Principles



Discussion 
Question/

Knowledge 
Check

What’s Wrong With This Picture?
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What is Biosafety?

• Biosafety in Microbiological and Biomedical 
Laboratories (BMBL): the mechanism for 
addressing the safe handling and 
containment of infectious microorganisms 
and hazardous biological materials.

• The principle is containment and risk 
assessment

23



Containment
• Primary-you and your immediate area

• Good microbiological technique

• Appropriate use of safety equipment and 
personal protective equipment

• Secondary-external  environment

• Restricted access

• Facility design (directional airflow, 
biosafety levels)

• Decontamination (autoclave)
24



Hierarchy of Controls
• Remove the hazard (safer 

equipment, plastic instead of glass)

• Substitute (attenuated strains), 
isolate (robotic devices)

• Engineering (lab design, airflow, 
biosafety cabinet)

• Administrative (work practices, 
procedures to reduce exposure)

• PPE (worn to provide a barrier)
25
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• BSL-4: Dangerous or exotic agents of life-
threatening nature

• BSL-3: Indigenous or exotic agents 
associated with human disease and with 
potential for aerosol transmission

• BSL-2: Agents associated with human 
disease

• BLS-1: Agents not known to cause disease

• Not to be confused with risk groups (1-4)

Potential Hazard
Highest

Lowest

Biosafety Levels
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• Ensure staff are properly trained

• Post biohazard signs where infectious agents are present or in 
use

• Limit access when work is in progress

• No eating, drinking, applying cosmetics, etc. in the lab

• Decontaminate work surfaces and potentially infectious waste

Standard Microbiological Practices for all Biosafety Levels
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• Additional signage indicating biosafety levels, 
infectious agents, emergency contact information

• Limited access, visitor training and sign-in

• Medical surveillance and immunizations

• Primary containment (limit work to biosafety 
cabinet, supplemental PPE)

• Secondary containment (negative air, sealed 
rooms, HEPA exhaust, pass-through autoclave, 
validated decontamination or inactivation)

Additional Practices for Increasing Levels
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Plan, Do, Check, Act• Establish policies for glove use and 
handling phones, keyboards, microscopes, 
etc.

• Qualified staff

• Competent supervisor, trained and proficient 
staff, safety officer

• Updated policies, procedures, guidelines

• Enforcement!

• Review, Test, Update your safety program!

Safety Standards
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• Determine points at which a sample or 
culture should be handled under 
heightened precaution

• Gram-negative diplococci from sterile 
sources

• Slow growth on blood/no growth on 
MacConkey

• Work in BSC, inactivate prior to automated 
instrument

Trigger Points
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• Wet and apply soap

• Lather and scrub for 20 
seconds

• Rinse for 10 seconds

• Dry your hands and turn off tap 
with a paper towel

• At least 60% alcohol-based 
hand sanitizer

Handwashing
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• Immunize staff (i.e. Hepatitis B 
and N. meningitidis)

• Remind providers to notify the 
lab concerning suspected highly 
infectious patients

• Establish a relationship with 
public health-report rule-outs 
and exposures

In Addition…
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Personal Protective Equipment
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Engineering controls, i.e., BSC
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• Workload and high stress

• Lack of training/familiarity with the 
pathogen

• No access or inappropriate use of 
engineering controls (such as 
biological safety cabinet)

• Personal protective equipment not 
used or used incorrectly

Challenges
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Discussion 
Question/

Knowledge 
Check

What’s Wrong With This BSC Picture?
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• Risk Evaluation/ Routes of Entry
• Task Evaluation
• Helpful Resources

Risk 
Assessment
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WHO Risk Management Monograph, Table 3.1 

• Pathogen characteristics (RG 1-4)

• Laboratory tasks
• Aerosols, spills/splashes, cuts/lacerations

• Likelihood of occurrence
• Certain, likely, moderate, unlikely, rare

• Severity of consequences
• Illness? Disease/sequelae? Death?

• Risk is never eliminated

Risk Assessment-Matrix
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1. Agents that are not associated with disease in healthy adult humans

2. Agents that are associated with human disease that is rarely serious 
and for which preventive or therapeutic interventions are often 
available

3. Agents that are associated with serious or lethal human disease for 
which preventive or therapeutic interventions may be available

4. Agents that are likely to cause serious or lethal human disease for 
which preventive or therapeutic interventions are not usually available

Risk Groups (NIH/CDC Definition)
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• Inoculation
• Needlesticks, lacerations

• Mucous membranes
• Splashes to eyes

• Gastrointestinal tract
• Ingestion, splashes to mouth, hand to mouth 

exposures (fingers, eating in the lab)

• Respiratory tract
• Aerosols

Routes of Exposure
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Discussion 
Question/

Knowledge 
Check

What’s Wrong With This?
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http://www.phac-aspc.gc.ca/lab-bio/res/psds-ftss/index-eng.php 

• Sniffing plates

• Generating aerosols-anything that 
imparts energy to a suspension

• Manipulating colonies 
(subculturing, making slides)

• Biochemicals (catalase)

• Working on the open bench

High Risk Activities

http://www.phac-aspc.gc.ca/lab-bio/res/psds-ftss/index-eng.php
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WHO Risk Management Monograph, Table 3.1 
• Hazard: (daily) creates aerosols, 

mucous membrane exposure

• Likelihood: Moderate 

• Consequence: Colonization/infection

• Risk: Moderate

• Mitigation: perform in biosafety 
cabinet, closed tube; bring risk to low

Example-catalase
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PROCEDURE or 

PROCESS

PRINCIPAL  

STEP(S)

POTENTIAL 

SAFETY OR

 HEALTH 

HAZARD(S)

(Pathogen)      

RECOMMENDED

CONTROL(S)  

(Place)      

EQUIPMENT

TO BE USED   

(PPE)     

TRAINING 

REQUIREMENT(S) 

(Personnel)

Slide Catalase 

Test

1. Touch colony 

of organism 

with stick or 

plastic loop

2. Put on slide

3. Add Hydrogen 

Peroxide

4. Observe for 

bubbles

• Pathogen (?)

• Aerosol 

generation

Perform this test in a 

tube or BSC

BSC, test tubes, 

PPE

BSC usage; sharps 

handling; aerosol 

containment; pipette 

handling technique; 

follow SOP and 

demonstrate 

competency

High Risk Activity Evaluation
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• CDC BMBL

• Guidelines for Safe Work Practices

• APHL Risk Assessment Best Practices

• APHL Biosafety Checklists

• Guidelines for Biosafety Laboratory Competency

• CLSI M29

• NIOSH Hospital Respiratory Protection Program Toolkit

• Clinical Laboratory Preparedness and Response Guide

Resource 
Documents
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CDC BMBL (Hard Copy or Free Download)
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Blue Ribbon Panel, 2012
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Blue Ribbon Panel, 2012, activities
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Blue Ribbon Panel, 2012, prioritization
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• Components of a risk assessment

• Risk mitigation

• Examples of risk assessment templates from Alaska, 
Colorado, Florida, Iowa, and New York

• No one-size-fits-all

• No one-and-done 

APHL Risk Assessment Best Practices
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Biosafety Checklists
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• Use risk assessment to determine which 
precautions should apply to which tasks

• Consider all phases of testing

• Use biosafety competencies for guidance to 
ensure individuals at all levels know their 
responsibilities

• Use checklists to guide in factors to consider

Biosafety Competency



56

• M29-A4

• Electronic format only

• Date of Publication: May 29, 
2014

• List Price $180.00 (discounted 
for members)

CLSI Guideline
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Other Available Resources



58

Discussion 
Question/

Knowledge 
Check

What’s Wrong With This Final Picture?
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• Singh K. Laboratory-acquired infections. Clin Infect Dis. 2009 Jul 1;49(1):142-7. doi: 
10.1086/599104. PMID: 19480580; PMCID: PMC7107998.

• Fatal Laboratory-Acquired Infection with an Attenuated Yersinia pestis Strain — Chicago, Illinois, 
2009; CDC MMWR; February 25, 2011; 
https://www.cdc.gov/mmwr/preview/mmwrhtml/mm6007a1.htm

• Fatal Meningococcal Disease in a Laboratory Worker — California, 2012; CDC MMWR; September 
5, 2014; https://www.cdc.gov/mmwr/preview/mmwrhtml/mm6335a2.htm

• Kimman TG, Smit E, Klein MR. Evidence-based biosafety: a review of the principles and 
effectiveness of microbiological containment measures. Clin Microbiol Rev. 2008 Jul;21(3):403-25. 
doi: 10.1128/CMR.00014-08. PMID: 18625678; PMCID: PMC2493080.

• ABSA Laboratory-Associated Infection Database; https://my.absa.org/LAI
• Blacksell, PhD, et. al. Laboratory-acquired infections and pathogen escapes worldwide between 

2000 and 2021: A scoping Review. Lancet February 2024: Volume 5, Issue 2, E19-E202
• Pathogen Safety Data Sheets, Public Health Agency of Canada
• Laboratory Biosafety Manual, 4th Edition: Risk Assessment, WHO, December 20, 2020
• Biosafety in Microbiological and Biomedical Laboratories, 6th Edition
• Guidelines for Safe Work Practices in Human and Animal Medical Diagnostic Laboratories, 

MMWR, January 6, 2012
• Competency Guidelines for Public Health Laboratory Professionals, MMWR, May 2015
• Public Health Image Library, www.phil.cdc.gov 
• Screenshots of CLSI M29-A4, CDC  BMBL 6th ed., OSHA Hospital Respiratory Protection Program 

Toolkit, APHL Clinical Laboratory Preparedness and Response Guide

Additional 
Resources

http://www.phil.cdc.gov/
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Any further discussion or comments?
Thank you for sharing with me your stories, 

expertise, and especially your time!



For more information, contact CDC
1-800-CDC-INFO (232-4636)

TTY:  1-888-232-6348    www.cdc.gov

Images used in accordance with fair use terms under the federal copyright law, not for distribution.

Use of trade names is for identification only and does not imply endorsement by U.S. Centers for Disease Control and Prevention.

The findings and conclusions in this report are those of the authors and do not necessarily represent the official position of Centers 
for Disease Control and Prevention.
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http://www.cdc.gov/
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Questions

Questions?
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Continuing Education

5. Select "Start Course".

6. Select "Start".

7. Select "Next step" and "Next".

8. Complete the evaluation and click “Submit”. Receive your P.A.C.E.® 
certificate in your MyLearnerHub. 

63

.

1. Log into your OneLab REACH account. You must be logged 
into your REACH account to access the evaluation.

2. Click on this link to take you to the survey.
3. Enter passcode “Q164"
4. Click "Enroll"

After participating in today's session, to receive continuing education credits you must:

Continuing Education

https://reach.cdc.gov/learner-hub/dashboard
https://reach.cdc.gov/home
https://reach.cdc.gov/course/151/risk-assessment-clinical-laboratories


REGISTRATION IS LIVE! https://reach.cdc.gov/onelabsummit

• Improve their skills through hands-on technologies, learning and development tools, and practices  
• Glean insights from the laboratory community’s success and resilience  
• Collaborate and connect with CDC and laboratory education and training peers 

CREATED FOR LABORATORY PROFESSIONALS WHERE ATTENDEES WILL:

APRIL 16-18, 2024
A THREE-DAY VIRTUAL LEARNING EVENT 

OneLab Summit
Thrive: People. Planning. Preparedness.

REGISTER
NOW!

OneLab Summit Registration

https://reach.cdc.gov/onelabsummit
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Register Now!
[INSERT REGISTRATION LINK]
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[TITLE]

[EVENT DATE]
[BLURB ABOUT EVENT]

     
  

A Unified Response to Training Needs

Upcoming OneLab Network Events



Email OneLab@CDC.gov

Share your feedback and laboratory 
training needs with us!

Feedback

mailto:OneLab@CDC.gov
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